Abstract-Non-repudiation techniques are to ensure any communication taking place between two or more parties will be undeniable. Therefore it is crucial to include digital signatures of the involving parties while the communication is taking place. In medical practices, involved parties may include patient(s) and doctor(s) who are involved in series of visits, diagnosis, prescription, possible operation, and etc. To avoid possible conflicts, adding non-repudiation techniques help immensely. This thesis considers this issue in a wireless medium and studies the Quality of Service (QoS)/Security requirements in terms of network parameters and performance metrics [1].
INTRODUCTION (HEADING 1)
In terms of research contributions, this thesis embodies a thorough research on traffic classifications for both wired and wireless traffic scenarios. Real traffic capturing tools (Wireshark for wired and Omnipeek for wireless) were used to capture live network traffics. Traffic classifications, based on application perspectives, particularly; QoS and security enabled were also studied. Then a thorough study was conducted on layered QoS and security parameters, in particular focusing on Forward Error Correction (FEC) at the application layer. This lead to the study of cross layer design, which considered various QoS and security parameters export and import to and from various layers with a special focus on the application layer.
The aim of this thesis is to consider the implementation and analysis of a non-repudiation system, including analytical and experimental results. The security aspect of this thesis incorporates Suite-B Cryptographic algorithms at various layers. National Security Agency (NSA) initiated three efforts to address widespread cryptographic interoperability and security requirements issues, one of such efforts is [2] ; Cryptographic Interoperability Strategy (CIS) and Suite-B algorithms are one of CIS's core to protect both classified and unclassified information. An end-to-end security mechanism may include the deployment of Suite-B cryptographic algorithms, including: The Elliptic-Curve Diffie-Hellman (ECDH) for the key agreement, the Advanced Encryption Standard -Galois/Counter Mode (AES-GCM) for the encryption-authentication, the Elliptic-Curve Digital Signature Algorithm (ECDSA) for the digital signatures, and the Secure Hash Algorithm (SHA) for the message digest and integrity schemes. A key aspect of Suite-B is the deployment of Elliptic Curve Cryptography (ECC) [3] .
The non-repudiation aspect of this thesis is based on the Suite-B's digital signature scheme; ECDSA. The digital signature and the hashing function cover the entire multimedia data (i.e., text, video, and voice) and the challenge is to offer such extensive security treatment, while guaranteeing certain Quality of Service settings. These settings include: minimum round trip delay, maximum overhead, and minimum bandwidth allocation. Voice over IP (VoIP) systems require a maximum 150 msec one-way delay to work properly, therefore our system has to conform to this limitation.
Another distinctive feature of this system is the deployment of an adaptive mechanism, which incorporate an adaptive Forward Error Correction (FEC) scheme based on a Reed Solomon algorithm at the application layer to adapt the system's performance to the channel condition to predict and avoid excessive congestion and packet drop scenarios.
The deployment of a classical traffic classification technique is to find confidence interval for the flow duration and packet size for both wired and wireless traffics. The average packet sizes for wired traffic was 652 and for wireless traffic was 197 bytes. The lower packet length limit of the wireless traffic is due to the fact that wireless medium cannot accommodate relatively larger packet sizes without incurring heavy packet losses. However this is not a major issue in linebased traffics.
II. EXPERIMENTAL RESULTS
In terms of experimental results, Table 1 shows the delay and overhead figures of the involved functional entities.
. The experimental results were based on the Crypto++ Library 5.6.0 cryptographic algorithms [4] run on an Intel® T2500-2GHz CPU and 2 GB RAM using a Windows XP Service Pack 2 platform and used Labview testbed [5] , which showed similar results with a maximum 2.44% tolerance for the end-to-end delay and 1.77% tolerance for the received payload overhead. Table 2 shows the application layer delays and overhead figures related to Suite-B algorithms. Therefore the theoretical analysis, as well as experimental results, show consistent outcomes in terms of overhead and delay figures. The end-to-end delay figures are bounded to approximately 20 msec, which works well for most VoIP systems and are within acceptable range. The overhead is between 100 to 1000 bytes, which work well in most wireless networks, however high overheads (above 200 bytes) could pose as a challenge for networks undergoing heavy traffic periods or congestions, in which case the cross-layer system will start to affect the codec schemes to reduce the overhead accordingly.
We also studied the impacts of Suite-B algorithm deployment in handheld devices, which mostly use one of the ARM processors families. Due to the limitations in power and computational capabilities, the performances of these handheld have proven to be much less compared to the performance of our laptop T2500-2GHz platform. However the delays and power consumption figures resulted from the Suite-B deployment are within acceptable ranges and are not posing as bottlenecks.
III. FUTURE WORK
For the future work, the following areas may be investigated:
-Biometric Authentication Measures for NonRepudiation Techniques.
-Multimedia-based Non-Repudiation Services using Wireless Handhelds.
-mLearning and mHealth on 3G networks.
